Waukesha Police Memorandum

To: Russell P. Jack, Chief of Police
Altn: Early Shift CID

From: M. Carpenter #405

Date: 04-18-12

Subj: Forensic Serverl

| am requesting that the depariment pursue purchasing a forensic network from
Digital Intelligence. There is a definite need for thls equipment as outlined below,

Prior to 2008 digital evidence from an examined computer was stored oh DVD or
an emply hard drlve. This is not a secure and effective way to store sensitive evidence.
After Detective Livermore retired | began to purge evidence from old cases, Detective
Livermore had several hard drives In his office that contained evidence from older
cases. As | was wiping the data from the drives | found that one of the drives had gone
bad just by being stored and not used. The evidence on this drive was no longer
retrievable, Had this been a current case the evidence would have heen completely lost
and irrefrievable. Thase cases often involve the most sensilive crimes and the joss of
evidence could be devastating to the case,

After 2008 WKPD began to store evidence on the Waukesha County forensic
server, Once we complete a case we store the evidsiice on their forensic server until it
is needed for court or It can be purged. We have the abillty to save evidence to the
server but we have no other authority {o control the server. The administration and
sectirily of the server is all handled by the county, We cannot provide any security or
integrity of our own evidence. In simpler terms this would be similar to turning our CEFU
property room and our drug property room over to another agency and letting them be
responsible for our evidence and assuming it will all be accounted for correctly when we
hesd I,

Also by utllizing the server at Waukesha County [ah we are usihg a large amount
of storage space without providing any financlal suppor for it. | am not sure how long
this will last. We are currently storing 10 terabhytes of data at the county. WKSO
contacted me on 04/10/12 and asked that | purge as much evidence as possible due to
the amount of space we are using on thelr server. | also learned today that the county is
not utllizing any lype of backup soflware on their server. This means that if their server
has soine lype of fallure we will lose all of our evidence with no chance to recover il. We
have no ability o back up owr evidence at this time. We are curiently storing digital
evidence from sexual assaull, homicide, and child pornography investigations. ln many




of these cases digital evidence Is the only evidence there Is for the case. Several of
lhese cases are still working their way through the judicial system. WKSO advised they
are simply storing their evidence on an external hard drive and placing it in a drawer for
long term storage. As previously noted this is a dangerous way fo store evidence, and
not one | recommend we pursue.

We have also greatly inoreased the amount of computer examinations we are
petforming, showing the need for our own equipment. In 2009 there were 8 cases,
2010, 44 casos, 2011, 49 cases, and so far in 2012 there have been 17 cases. Based
on the number of cases we are performing we need to have our own secure
environment to secure our evidence.

The expansion of our depariments IGAC (internet Crimes Against Children)
program ls also creating a demand for storage space. We will soon be moving to
conduct proactive peer to peer file sharing Investigation. This is where an Investigator
can browss the file sharing hetworks and locate individuals In Waukesha sharing child
pornography. The large amount of data wa colloct during these investigations will have
to be stored on a secure network. A forensic server can also be used to store any type
of sensitive digital informalion whether it is a ctiminal or internal investigation.

While the forenslic network Is quite expensive, the heneflts of it are well worth it
The network would have no hearing on IT's network at WKPD. This server and nefwork
are completely self contained. A forensic hetwork cannot connect to the internet or
outside world. it can only connect directly to the forensic computers, ‘The only thing
WHKPD needs to provide is a place to plug the seiver in. Sensitlve materlal can never be
examined on a device that has the abllity to access the internet or clly networl, this is
why we cannot simply place our evidence on one of the other servers we use already,

The bhenefit 1o purchasing this equipment from Digital Intelligence Is the fact that
this local company provides lifetime support for fraining and for the equipment, The
sever ltself has a one year parts warranty, howsver in the past Digital Intelligence has
exlended the warranly on items. | was told that if maintained properly the server would
last with no problems 5-10 years. | was told by Digital Intelligence that recently Madison
Police Department was using their forensic server well past the suggested lifetime. They
suffered a ¢rash and lost all of their ssnsitive data. Digltal Intelligence was able to find
older parts and sold them af a discount and subsaquently retrieved all of the data that
was Initially lost, While Digital Intelligence’s server may have a higher price tag than
others, I am not aware of another company out there that can offer this kind of service
under a lifetime warranty, Other manufacturers are also not trained in data recovery and
to have this done would have an enormous price tag.

{ also talked with Digltal intsliigence on how to purchase an item such as this
during tight budget times. They offered a 5% discount at the very minimum. | also asked
if this payment could be spread out over more than one year and they stated that they
would he able to do that, Another possibllity would be if we were able to guarantee




funds In the future, would they be willing to provide the system now and receive
payment at a later thme, The cost for this nelworl is $59,650

With the purchase of this network Digital Intelligence will provide all of the
training necessary to administer the server. If upgrades or changes heed to be made to
it they will come to our logation free of charge fo maie those changes. They will also
relrain another employes If for some reason the Detective currently managing the
server was ho longer able to do so. This is a great benefit to the Detective's currently
working these cases. | do not have the experlise to build my own server and to perform
advanced server administration. If we chose to build our own forensic hetwork we would
have to figure out another way to do this. It would not be secure to have somsone from
IT administering our forensic hetwork as the only people that have access to it are the
Investigators working those cases. Thers is nho way to predict whether or not one of
these investigations will lead to another city employee therefore demonstrating the nesd
to have minimal access o this machine.

On 04-18-12 | learned that the server al the WKSO lab had crashed
approximately two weelks ago and that counly is still trying to recover some of their data.
Luckily o data was not affected at this thime. | also learned that we will not be able to
use our eqguipment at the county lab for approximately three weeks due to Detective
Grall being out on medical leave. Detective Grall Is the only person who has access to
maintain the server and due to a software upgrade we are unable to use our system.
The forensic application FTK was recently upgraded to version 4.0. We are ulilizing
version 4.0 on the forensic computer at WIKPD for our case work, and we must run a
matching version at the county lab for the software to work, The newer version of FTK
has o connect to a database which is ctrrently stored on the county server. Iny order for
us to use our equipment we need Detective Grall to create an account so that we can
access the database.

Respegifully Submilted,
s
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WAUKESHA POLICE MEMORANDUM

DATE: June 5% 2012
TO: Russell Jack, Chief of Police
FROM: Ron Oremus, Captaln of Police

SUBJECT:  Computer Forensic Unlt {CFU} Server Request for 2013 Budgel/CIP

Aftached to this memo Is a raquest from Deteclive Mika Carpanter from the Computer Forensle Unit as well as
a quole for a forensic server. This request is submitted as part of the budget process due to the considerable
growth ih digital forensic evidence requests and the need to address the issue forensic storage.

Waukesha Police Depariment currently stores approximately 10 terabyles of our data at the Waukesha Gounty
Computer Lab for these types of investigations. 1t s not uncommon for them to request we purge our cases to
make for more room. They also don't have a reliable system In place to back up thelr data, Wae currently store
highly sensitive information on their system from child pornography cases lo evidence frain homiclide cases. If
lost, this could be the difference belween defendants walking fres or spending years bshind bars.

Given our socletal dependence on digital devices such as laptops, tablats and smart phones, It stands to
reason that our dependence on thess devices as valued evidence will also conlinue to increase, This, coupled
wiih the need to have storage avallable, a reliable back up and the abillly to access this Information In an
efficlent manner has lead to the heed for a forenslc server.

Forensie servers, howeaver, do not come without a cost, The attached request shows that this server can be
ihstalled and maintalned by Digltal Intelligence for approximately $80,000. This company has worked with us
in the past to accommodate our economic situation and this quote is another example of their willingness to
work with WauKesha Police Depaitment. Despite the appearance of the cost, a system stich as this could be
much higher especially if data recovery was factored in. Digltal Intelligence Is a local company that has
expertise in data recovery,

Refer to the attached memo from Delective Carpenter and the quote from Digital inteliigence for further details,

These requesls are tradifionally split between IT and the CFU part of CID's budget (2140.62240).

Respecifully Submilied,
z«%%

on Oremus
Captain of Police




Intelligence

dence of digital lovensdos

Digficlg

naslering the !
Diglia inletgenco, lno.
17165V est Glendole' txive
Nevr Betin, Wi 83161
Volce;  {262) 702:3332
fau {262} 782-3331
fraclh  soles@dglolinletigence.com

Customer

Detective tiike Carpenter
Jankesha Police Dept,

Email: Moaxpeni@cl.waunkesha.wi.us
Teal: 262-524-3923

Request for Quote

Daie

Quote i

5/8/2012

201205080

Fad Toot

1D # 39-1967034

ltem Desciiption

Total

F6210 | Forensio Rasovery of Bvidenve Data Center
{FREDC) oonsisting offt

Forensio File Sorver (4U)
AU Rackmount Enclostire {10 Bays, 11001 P/8)

Chipset.

¢ PCI~Express 3.0(x16}8lots
CPU's {8 Processors Total)

ECC memovry
2 ports Inte) 6,0 6b/s Serial ATA {SATA)

Contreller
8 ports Intel 3,0 Gb/s Berial ATA ([S4TA)
Contyollar
2 Serial Port Headers
1 RI-456 port for iKVM {requires ASHBE caxd)
2 PSf2 Ports {Keyvboaxd & Mouse})

tlatwork Adaptexs

Agpeed AST2300 16 BB Graphics Controller
4 port {16 channel) SAS controller card

Comho Drive

Prive Bay
{10 total)

Yosemite Backup Software
Suse Linux Enterprise Servoer

RAID-6) (3U)

8A8 nttached)

Page ! of 4

fual Intel® Socket 2011 Motherbeard For Xeon®
proceasor BS-2600 Product Family. Intel C602-R

16 DItM Slots supporting DBR3 000/1066/1333/1600
Registered ECC mewmory, Haximum uvp to Hi2 GB

Twoe Intel Xeon 5620 (2.4 Ghz, 12 BB} Quad-Coue

32 GB Dual-Channel 128 Bit BDR3I~1333 Registered

Fourr 10710071000 HB/s Gigabit Intel® EBthernet

5 USSP 2,0 Porks -~ 2 Back Hounted, 3 Front Mounted

AD-R/BD-RE/DVDIRR/COERY Blu-ray Burney bPual-Layeyr

1.5 "B Internal RAID6 Array {56 X 500 GB Drives)

6.0 TB Internal RAIDG Arvay {5 x 2,0 TB Drives)

1 x 500 Gb 7200 RPM 3.0 Gb/s SATA Hard brive in
Shock-Mounted tray - Disaster Recovery Drive

1 Shaok Mounted Sexilal ATA {SATA) Removable Hand

2 % RRID Chassis with 5 removable drive baye sach

32,0 Texabyte RAID Avray Module (28 Terabyle

16-Pay, 30 Rackwount RAID Enclosure (Multilane

Quanlily | Unit Cosi
1 59,550.00
i
1

59,550.00
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Digiiolg) Intelligence

masleving the VW sctenve of dightal lovensies

Digictinte¥igence, Ino.

17165 Vel Clencidle bxive

Nevt Uein, Wi 6315)

Volee:  [262) 782-3332

Fox  [269] 702-3331

Emoll:  sdes@digloinlefigenca.com

Cusfomer

Detaective Mike Carpenter
Waukesha Police Depl.

Ewmails Mearpent@ei,waukesha,wi.us
Tel: 262-524-3923

Request for Quote
Dale Quota #f
57672012 201205088

16 x 2,0 78, 7200 RPM Hard Drives ln Holswap
removable drive trays

ET0-5 Ultrium Roholic Tape Idbrary {2U)

LT0-5 Ultriwa Drive, 16.8lot Library, 1,5 TB
{Uncoxprassad}/ 3.0 ¥B (Compressed) par taps, Up
to 48 1B Total Online Backup Capacliby, SAS
interface

48 Port Glgabit Bthemnet (10/100/1000 ¥B/S)
Rackmount Netyork Switch (1U)

24 Port Raskmount Network Patch Panel (22U}

3000 VA Rackmount Uninterruplable Power Supply
(ups} (2U)

Forensio Regovary of Evidence Device -
Rackdount (FRED-RM) {4U)

Intel® Core™ 17-3820 CPU (Quad Processer}, 3.6
GHz, 10HB Intel® Smart Cache, § GT/a DMI

16 GB PC3-12800 DDR3 1600 HHz Memory [TZ007]

1 x 300 GB 10,000 RPM SATA XYI Hard Drive - 0S8
brive [T3005}

1% 2,0 B 72060 RPM SATA III Hard Drive - Data
Drive [T3007}

Windous 7 Uitimate (64 bit) with XP Mode [T0003)
Also includes: DOS {(Hin28 Standalone), SUSE
Professional Linux {64 bit}

Hardware Writé Blooking:

Digital Intelligence UltraBay I¥ Hardware Write-
Blocker: f

¢ Integrated IDE brive irite Blocker

Integrated SATA Drive Hirite Blocker

Integrated SCSI Prive Wirite Blocker

Inkegrated USB {irite Blocker

Integrated FireWive IEEE 1394b Write

Blocker

- * » 9

Page 2 of4

Fed Tox 1D # 89-1967034




Digiicil

wasteeing the

Inielligence

ciduce of digital loreusies

Dighicl Inte¥gence, Inc,
17168 Wes! Glandole Dive
New Bestn, W1 63161

Volce!
Fo:
ool

{267) 782-3332
(262) 782-333)
saes@dgiainteligence.com

Gustomer

Detective Mike Carpenter
Waukesha Police Dept.

Email: Mearpenkt@eol.uwaukesha.wi.us
Tal: 262-524-3923

Cigital Intelligence Integrated Forensic Media
Caxd Reader — Read-Only and Read/Wirite
apitichable

Datailed System Speoifications:

40U Rackmount Enclosure {10 Bays)

1100 Watt iodular power supply

17 Morherboayd with Inkel X79 Expresa Chipaet

6 PCI-Ezpressa 3,0({x16)Slots .

Hvldia GT 430 1GB &¢DDR3 PCI-Express Video Card
with I DisplayPort, 1 HDMI, and 1 PVI port -
supports dual monitors

Dual 10/100/1000¢ Mbs Intel GbE Network Adaptevs

8~Chamnel High Definition Audio cobiEC

2 pexts Intel 6,0 Gh/s Serial ATA {SATA)
Contyroller

4 ports Intel 3.0 Gb/s Serial ATA (SATA)
Contreller - 1 Back Mounted

2 ports Marvell 6.0 Gb/s Serial ATA {SATA}
Controller

2 P5/2 Poxks

6 USB 3.0 ports - 3 Back Mountad, 3 Front Hounted

13 uUsB 2.0 ports - 10 Back MHounted; 3 Frent
Hounted{l ¥rite Blocked}

1 Fireflire IHER 1394a {400 HB/s} ports - 1 Back
Hounted

3 FireWire IEBE 1394b ({300 M0/s) ports — 1 Back
Mounted, 2 Front Wountecd{} Write Blocked)

2 % Shock Wounted SATA Removable Haxd Drive Bays
{IDE Capable)

1 x HotBwap Shock Mounted Universal (IDE/SATA
compakible) Removabhle Hawd Drive Bays

BD-R/BD~RE/DVDIRN/CDIRY Blu-ray Buraer Dual-Layer
Combo Drivae

Extendable/Retractable Imaging Werkshelf with
integrated ventilation

Other 8ecftware lIncluded: Symantec Ghost, CD
Authoring Software, DRYVESPY, IMAGE, PDWIDPE,
PART, and PDBIOCK

Waxranty 1 year parts and labor

42U Rackmount Enclosure w/dooxs and
Ventilation Fans ~ 23.5"{u) x 36"(d)} x 84Y(h)

Page 3 of 4

Reaquest for Quote
Date Quote #
5/8/2012 201205084

Fed Yox ID # 39-19567034




Digjitcilg

musbering U

=]

Intelligence

{/Inie
seievrca of digited {ocensies

Digitol Inteligence, lno,

17165 ¥es! Glenddle Daiva

iNow Baitn, Wi 8316]

Volca:  (262) ¥82-3332 '
Fax:  {262)782-33%1

Emol  sdes@dgidielfigence.com

Gustomer

Detective Hike Carpenter
Waukesha Police Depk.
Email: Mcarpent@ed.waukesha.wl.us

Tel: 262-524-3923

B1100

Integrated Rackmount Keyboard/17 inoh Labh
bisplay Panel (iU} and 0 port KM Switch

KVid over XP Remote Agoess Modula
Radkmount Rail Kits,

Yookbox containing: Toolbox containing:
hdapters, Terminators, Cables, Digital Camera, and
Security Sorewdriver Set

Freg Wraining (Limited Time Offer): One Seat per
System in the FAED orientation and training courae
“Pigital Foremsics with FRED” Please note! Seating
is limited and ragistration is required,

Onsite Installation, Configuration, and
Equipment Orientation {(Continental US)

Standard Eleotrical Roguirements - FREDC
roquirxas a 30 Awp, 120 Volt oirveuit with a
NEMA L5-30R raceptacla,

Cooling Load: UPS is capable of providing 2700
vakis of power al maximum output. This resulis
in a calculated maximum heat output af abont
9215 BTU/HR fox your Aiy Conditioning load.
Standard build does nob saturvate UPS,

Fraight and Delivexy charges (CONUS)

PAYMENT TERMS:

34% due on delivexy
33% after one yany
33% after two years

Request for Quote

Date

Gluote #

578/2012

Fed Tox

.00

INC

201205088

1D # 39-1967034

0.00

INC

DELIVERY

Ali prices are in U.8. Dollars

This quots Is valid for 30 days from dale of issue.
To order please FAX PO, lo {262} 782-3331 or emall {o sales@dlllaliateliqonco.com

Thank you for your interest

Subfotal
Tax

$ 59,650.00
0.00

Total

$ 59,550.00

Prepared by: Jane Sione /CHG
Rev, 04252012

_ Pagsdofd




Police Department Forensic System Questions:

e In the request it was stated that there are three investigators, (Detectives Feyen, Carpenter
and Micklitz), are you expanding this system to include additional investigators? If so,
are additional workstation(s) included in the request?

¢ Later in your Forensics File Network response you mention “customers will re-wire
comnections” -directly at the front panel of the patch panel/48 port switch, which “offers
the customers more versatility”. Who are these customers? Do you currently have this
capability or is this an expansion of the network beyond what we currenily have?

s With the criticality stated in the Forensic response, and sensitive nature of losing data so
important, why has there not been “bare metal restore” capability added to the system as
this has been available in the industry for years now?

¢ Are there other options available in configuring the system other than those chosen?

¢ Have you been in contact with any other agencies regarding sharing in the purchase of a
system to handle needs?

e Several times it was stated the system is a “closed loop” system. The CIP request also
states that the Forensics system cannot be connected to the internet. However in the Q/A
response there is mention of a VPN. How this possible if the system is not to be
connected to any other outside network?

e The project includes a 48 port switch, this seems to be over kill especially since only
three people at the PD are currently utilizing the system now, what will this 48 port
switch be used for?

s No data wiring was mentioned anywhere in the quote, was cabling, data jacks, patch
cables, etc. to all locations you intend to install included in the quote?

e Since no outside access to external networks are allowed, what devices outside of those
being investigated do you intend to connect to?

» Will you be using the same data room as the current City network? If so, will this system
plug into the existing electrical environment in the City data room? Was a load
calculation done on this to determine if the current electrical/UPS can support it?

¢ If you are not using the same data center room, is power, cabling, air
conditioning/ducting included in the project cost?

» Are you considering a separate wireless network to connect up smatt devices? If so how
will you deal with the wireless access component of smart devices?

¢ Can the PD have a representative from the company show up at ITAC to answer
additional questions?

Respectfully submitted by the Information Technology Advisory Committee, Alderman
Vance Skinner Chair



Report Brint Dale 9/6/2012 1:38:17PM

City of Waukesha  Capital hnprovemant Project Request

Project Name Police Dept Computer Forenslc Unit Server

Project Number  PD-2013-080 c@
Submitter Detalls Name :Frank DsFrance, Phone :, Email :idefrenc@el.waukeshaswius
Atvacate Russall Jack
Initial Cost {$) $60,000 Expeclod Life 3 Years
Additional Gost ($) $0 Project Status New
Total Gost ($) $60,000 Funding Status UnfFunded
Profect Critlcality Neceosslly New Personnel to he Added NO
Gost Code Compulers/Software Dept. Project Ranking High

Projact Cost/Financing Information

Year Revenue Source 1 Amount1  Revenue Sourca 2 Amount2  Resvenue Source 3 Amount 3 Total Amount
2013 City Property Tax $60,000 $60,000
Impact on Client LOW - No impact--arganizational unit operations only.

Visibllity LOW - Visibla only to internal organizationat unit.

Impact on Operations HIGH - New equipment, system, infrastructure acquisition,

Fatlure HIGH -Inability lo meat federal or stale mandate or Cily of Waukesha misslon.
Regulatory None

Process Rules HIGH - Replacement of a mlsslon critical equipment, system, infrastructure.
Project Galegory Capital equiment value in excess of 5000

Projact Goal SAFE AND SECURE-1.8 Olher ;

l.3.r.oject Outcome SAFE AND SEGURE COMMUNITY-M7 (i)fher H

Dapt Sharing Infe none

Project Purpose See atlached memo

Initial Scope Ses aflached memo

Sole Source yes Sole Source Vendor Digital Inteltigience

Scle Source ©  Sue attached memo

Explanation

Dept Contact for Prj Computer Forensic Unit delectives

Time Dept will 1 - 200 hours

Spend on Project



Rapor Print Date 1612012 £:36:17PM

City of Waukesha  Capital Improvement Project Request

Project Name Police Dept Computer Forensle Unit Server
Project Number PD-2013-080 Case#l: 412
Interface Requlred No

Project Gogals Support  See altached memo




