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EXECUTIVE SUMMARY

Vulnerabilities pose a significant risk to the confidentiality, integrity, and availability to City resources, as well as those who access City
systems. To reduce this risk, it requires a team effort to identify and remediate vulnerabilities in a timely manner.

WHAT A VULNERABILITY MANAGEMENT PROGRAM IS AND WHY THE CITY OF WAUKESHA NEEDS ONE

A vulnerability management program is a systematic way to find and address weaknesses in cybersecurity defenses. Being systematic
about seeking out flaws reduces the chance of surprises. Addressing security issues methodically gives you a better assurance that
gaps have been closed as quickly as possible. This program reduces the chance of lost revenue and productivity that can result from
intrusions or application failures.

DOCUMENT CONTENTS

TARGET AUDIENCE
The target audience for this document includes both business process owners and IT personnel responsible for maintaining the
networks, systems, databases, and applications that allow City of Waukesha to function.

The vulnerability management program document is for IT and cybersecurity personnel as well as those responsible for important
business processes. Anyone responsible for the safe operation of applications in the business should understand the concepts
explained here. Everyone obligated to safeguard employee and client information benefits from understanding this vulnerability
management program.
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WHAT ARE COMMON VULNERABILITIES?
Vulnerabilities exist beyond unpatched software. Vulnerabilities can also take the form of:
= Technical Vulnerabilities
o Open ports;
o Incorrectly configured software (e.g., access permissions, password policy, user rights, encryption, etc.); and
o Unnecessary services or unnecessarily installed software.
= Non-Technical Vulnerabilities
o Weak physical access control to buildings or areas housing key IT infrastructure;
o Untrained or poorly trained non-technical staff / end users;
o Untrained or poorly trained IT / cybersecurity personnel; and
o Lack of formalized program documentation:
= Enterprise security policies & standards;
=  Disaster recovery plans;
=  Business Continuity / Disaster recovery (BCDR) plans;
=  Data backup & recovery procedures;
=  Acceptable use standards;
=  Configuration management standards; and
=  Hardware and software inventories.
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RisK TREATMENT OPTIONS FOR VULNERABILITY MANAGEMENT
Essentially, there are only four (4) options for managing risk, and it is management’s responsibility to analyze available information
and decide upon one of the following options:

=  Reduce the risk to an acceptable level;

= Avoid the risk;
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=  Transfer the risk to another party; or E
= Accept the risk.

REDUCE RISK
When a risk is reduced, a strategy is implemented that is designed to remediate the risk to an acceptable level.

Risk reduction can be achieved through management controls or other arrangements which reduce the frequency of, or opportunity
for, error — such as alternative procedures, quality assurance, testing, training, education, supervision, review, documented policy,
and procedures.

Examples of reducing risk include, but are not limited to:
= Apply compensating controls.
= Remediate vulnerabilities to correct identified deficiencies.

AvoID RIsK
When a risk is avoided, a decision is made not to proceed with the activity.

Wherever possible, risk avoidance measures should be designed to be embedded in normal business processes, activities, and systems.
They should not impede the logical and natural flow of processes and should be easy to understand and appreciate.

Examples of avoiding risk include, but are not limited to:
= Terminate the project.
= Select a different solution that does not have the same risk.

TRANSFER RISK
When risk is transferred, a strategy is implemented that shares or transfers the risk away from City of Waukesha.

Risk can be transferred by shifting the responsibility for a risk to another party. Risks may be transferred in full, or they may be shared
with another party. Risks should be allocated to the party that can exercise the most effective control over those risks.

Examples of transferring risk include, but are not limited to:
= Purchase additional cybersecurity insurance.
=  Select a vendor that will accept indemnification for the risk associated with providing the service (e.g., PCl DSS payment
processing).
=  Move to a hosted solution.

ACCEPT RISK
While accepting risk is an option for management, the decision needs to be reasonably justified and documented.

Examples of reducing risk include, but are not limited to:
= Continue with the project, being fully aware of the risks.
= Choosing not to remediate vulnerabilities, based on untenable remediation costs.

Accepting and retaining the risk is the least desirable option for City of Waukesha. However, after careful analysis of the cost of risk
treatments, management may determine that risk cannot be avoided, reduced or transferred, or where the cost to do so is not justified
(usually, because the likelihood and consequences are low). These retained risks should be monitored, and it must always be
remembered that all unidentified risks are retained risks.
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3 The Penetration Testing Execution Standard (PTES) - http://www.pentest-standard.org
4 NIST 800-115 - http://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-115.pdf
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APPENDICES

APPENDIX A —VPMP ROLES & RESPONSIBILITIES

CHIEF RisK OFFICER (CRO) — THE TECHNICAL OPERATIONS IMANAGER PERFORMS THE ROLE OF THE CRO
The Chief Risk Officer (CRO) is accountable to City of Waukesha’s executive management for the development and implementation of
the risk management program.

The CRO’s responsibilities include, but are not limited to:
=  Protecting City of Waukesha from unacceptable risk or losses associated with operations; and
= Developing and implementing mechanisms for effectively managing the risks that may affect the achievement of City of
Waukesha objectives and operational outcomes.

CHIEF INFORMATION SECURITY OFFICER (CISO) — THE IT DIRECTOR PERFORMS THE ROLE OF THE CISO

The CISO is accountable to City of Waukesha’s executive management for the development and implementation of the cybersecurity
program. The CISO will be the central point of contact for setting the day-to-day direction of the cybersecurity program and its overall
goals, objectives, responsibilities, and priorities

The CISO’s responsibilities include, but are not limited to:

= Qversee and approve the company’s cybersecurity program, including the employees, contractors, and vendors who
safeguard the company’s systems and data, as well as the physical security precautions for employees and visitors;

=  Ensure an appropriate level of protection for the company’s information resources, whether retained in-house or under the
control of outsourced contractors;

= |ssue cybersecurity policies, standards, and guidance that establish a framework for an Information Security Management
System (ISMS);

= |dentify protection goals, objectives, and metrics consistent with corporate strategic plan;

=  Ensure appropriate procedures are in place for Security Testing & Evaluation (ST&E) for all systems; and

=  Monitor, evaluate, and report to company management on the status of cybersecurity within the organization.

EXECUTIVE AND SENIOR MANAGEMENT

The effectiveness of risk management is unavoidably linked to management competence, commitment, and integrity, all of which
forms the basis of sound corporate governance. Corporate governance provides a systematic framework within which the executive
management group can discharge their duties in managing City of Waukesha.

Executive and Senior Management responsibilities include, but are not limited to:
=  Considering and documenting new and existing risks and their impact on proposed plans as part of the annual planning cycle.
o Risk records must be maintained up-to-date on an on-going basis to reflect any changes which may occur;

=  Providing direction and guidance within their areas of accountability so that staff best utilize their abilities in the preservation
of City of Waukesha’s resources;

= Successfully promoting, sponsoring and coordinating the development of a risk management culture throughout City of
Waukesha;

= Guiding the inclusion of risk management in all strategic and operational decision making;

= Possessing a clear profile of major risks within their area of control, incorporating both opportunity and negative risks;

=  Maintaining a framework to manage, monitor and report risk;

=  Managing risks to meet City of Waukesha objectives, goals, and vision; and

= |mproving corporate governance.

MANAGEMENT
Managers at all levels are responsible for the adoption of risk management practices and are directly responsible for the results of risk
management activities, relevant to their area of responsibility.

ALL EMPLOYEES
All employees are responsible for:
= Acting at all times in a manner which does not place at risk the health and safety of themselves or any other person in the
workplace;
= |dentifying areas where risk management practices should be adopted and advising their supervisors accordingly;

INTERNAL USE {Page 28 of 29 — Last Updated 3/29/2023}

Access Limiled o Infemal U=e Only Sensitive Material - Not for unapproved distribution — Not permitted to be copied without permission



= Meeting their obligations under relevant statutory, regulatory and contractual requirements; and
= Taking all practical steps to minimize City of Waukesha’s exposure to contractual, tortuous and professional liability.

ASSET OWNER
The asset owner “owns” the process, application, service or asset in question.

Risk/asset owner responsibilities include, but are not limited to:
= Ensuring that the risks they are assigned are managed appropriately;
o Management of individual risks may be delegated to a person with relevant expertise to undertake the task of
managing the risk on behalf of the risk owner.
o The risk owner retains ultimate responsibility
=  Monitoring progress against treatment plans;
= Ensuring that the risk review process is carried out in a timely fashion, within their areas of responsibility; and
=  Ensuring the currency of the risk register and responding to any risk register actions that have been assigned to them.

INTERNAL AUDIT

The internal audit function supports City of Waukesha risk management by providing advice and support on risk management, and
through an annual independent review of risk management practices and procedures to provide assurance on their efficiency and
relevance to the Audit Committee.

VULNERABILITY MANAGEMENT PERSONNEL
The internal vulnerability management function supports City of Waukesha vulnerability management by implementing and executing
the controls associated with a Vulnerability & Patch Management Program (VPMP).

Vulnerability management responsibilities include, but are not limited to:
= Conducting vulnerability assessment scans;
=  Conducting penetration tests;
= Maintaining vulnerability management tools;
=  Generating metrics to report on the status of vulnerability management and remediation operations; and
= Consulting with asset owners and custodians on remediation activities.

ASSET CUSTODIANS
Asset custodians maintain assets for asset owners.

Asset custodian responsibilities include, but are not limited to:
= Implementing assets according to secure configuration standards;
=  Performing proactive, recurring maintenance activities;
=  Maintaining situational awareness on evolving threats; and
=  Collaborating with asset owners and vulnerability management personnel for remediation actions.
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