REQUIREMENT #8: AssIGN A UNIQUE ID To EAcH PERSON WITH COMPUTER ACCESS

Assigning a unique identification (ID) to each person with access ensures that each individual is uniquely accountable for his or her
actions. When such accountability is in place, actions taken on critical data and systems are performed by, and can be traced to,
known and authorized users. These requirements are applicable to all accounts, including Point of Sale (POS) accounts, with
administrative capabilities and all accounts used to view or access cardholder data or to access systems with cardholder data.

PCI DSS ConTROL 8.1
Control Objective: The organization defines and implements policies and procedures to ensure proper user identification
management for non-consumer users and administrators on all system components.

Standard: Asset custodians and data owners are required to assign all non-consumer users unique user identifications (ID) before
allowing them to access system components. User identification controls include the following: *
(a) Controlling addition, deletion, and modification of user IDs, credentials, and other identifier objects; !¢
(b) Revoking access for any terminated users within twenty-four (24) hours of employment status change;
(c) Removing or disabling inactive user accounts within ninety (90) days; 118
(d) Managing user accounts assigned to vendors that are used to access, support, or maintain system components via remote
access: 11°
1. Enabling the accounts only during the time period needed and disabled when not in use; and
2. Monitoring the accounts when in use;
(e) Limiting repeated access attempts be locked out after not more than six (6) invalid logon attempts; 120
(f) Setting lockout durations to a minimum of thirty (30) minutes or until an administrator enables the user ID; *?* and
(g) Require users to re-authenticate if a session has been idle for more than fifteen (15) minutes to re-activate the terminal or
session. 122

117

Supplemental Guidance: An example of uniqueness, the difference can be adding a designator to the end of the username, such as
a number. Examples include:

=  First user in the system named “John Smith”: John.Smith or JSMITH

=  Second user in the system named “John Smith”: John.Smith1 or JSMITH1

=  Third user in the system named “John Smith”: John.Smith2 or JSMITH2

Procedures: This is standard practice, and the IT department has been working to eliminate any shared/generic user accounts. Any
shared/generic user account that exists is locked down so that it can only perform the single function it is intended to.

PCI DSS ConTROL 8.2
Control Objective: The organization implements authentication mechanisms, in conjunction with unique IDs, to verify user
legitimacy.

Standard: To ensure the proper management of user authentication for non-consumer users and administrators on all system
components, user authentication mechanisms shall:
(a) Use at least one of the following methods to authenticate all users in addition to assigning a unique ID: 1%
1. Something you know, such as a password or passphrase;
2. Something you have, such as a token device or smart card; or
3. Something you are, such as a biometric;
(b) Use strong cryptography to render all authentication credentials unreadable during transmission and storage;
(c) Verifying user identity before modifying any authentication credential that includes, but is not limited to: 1?°
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1. Performing password resets;
2. Provisioning new tokens; or
3. Generating new keys;
(d) Requiring complex passwords/phrases are used that contains: 126
1. A minimum length of at least seven (7) characters; and
2. Both numeric and alphabetic characters;
(e) Forcing password/phrase changes at least once every ninety (90) days; ¥’ and
(f) Prohibiting individuals from submitting a new password/phrase that is the same as any of the last four (4)
passwords/phrases he or she has used; and 1?8
(g) Setting passwords/phrases for first-time use and upon reset to a unique value for each user, and change immediately after
the first use. 1

Supplemental Guidance: Since one of the first steps a malicious individual will take to compromise a system is to exploit weak or
nonexistent passwords, it is important to implement good processes for authentication management. Passwords should never be
written down or stored on-line in an unencrypted format.

Users must create passwords that can be easily remembered. One way to do this is to create a password based on a song title,
affirmation, or another phrase. For example, the phrase might be: "This May Be One Way To Remember" and the password could
be: "TmB1w2R!" or "Tmb1W>r~" or some other variation. NOTE: Do not use either of these examples as passwords!

Strong (good) passwords have the following characteristics:
= Contain both upper and lower case characters (e.g., a-z, A-Z)
= Have digits and punctuation characters as well as letters (e.g., 0-9, | @#$%"&*)
=  Eight (8) or more alphanumeric characters.
= Not a word in any language, slang, dialect, or jargon.
= Not based on personal information, names of family, or important calendar dates.

Weak (bad) passwords have the following characteristics:
=  Default vendor password
= Contain less than seven (7) characters
= A word found in a dictionary (English or foreign)
= A common usage word such as:
o Names of family, pets, friends, co-workers, fantasy characters, etc.
o Computer terms and names, commands, sites, companies, hardware, software.
=  The words "City of Waukesha" or any derivation.
=  Birthdays and other personal information such as addresses and phone numbers.
=  Word or number patterns (e.g., aaabbb, qwerty, zyxwvuts or 123321)
=  Any of the above spelled backward.
=  Any of the above preceded or followed by a digit (e.g., secretl or 1secret)

City of Waukesha staff may perform password cracking on a periodic or random basis as part of the company’s security testing
procedures. If a password is guessed or cracked during one of these events, the user will be required to change it immediately.

Procedures: This is standard practice and is defined in the Default Domain Policy group policy object. The City IT implemented a
Password Self-service Portal that has eliminated most password resets requests. When a password reset is requested we were
directly with that user to enroll them in the portal.

PCI DSS ConTROL 8.3
Control Objective: The organization requires two-factor authentication for remote access originating from outside the Cardholder
Data Environment (CDE) the by employees, administrators, and third parties.
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Standard: Asset custodians are required to secure all individual non-console administrative access and all remote access to the CDE
using multi-factor authentication: 3¢
(a) Incorporate multi-factor authentication for all non-console access into the CDE for personnel with administrative access.
131
(b) Incorporate multi-factor authentication for all remote network access (both user and administrator, and including third-
party access for support or maintenance) originating from outside City of Waukesha’s network. 32

Supplemental Guidance: If remote access is to City of Waukesha’s network that has appropriate segmentation, such that remote
users cannot access or impact the CDE, two-factor authentication for remote access to that non-CDE network would not be required.
However, two-factor authentication is required for any remote access to networks with access to the CDE.

Examples of two-factor technologies include remote authentication and dial-in service (RADIUS) with tokens; terminal access
controller access control system (TACACS) with tokens; and other technologies that facilitate two-factor authentication.

Procedures: The City does not store cardholder data, but does us multi-factor authentication for users who need remote connections
via a VPN.

PCI DSS ConTROL 8.4
Control Objective: The organization documents and communicates authentication procedures and policies to all users.

Standard: In conjunction with the written policy and standards of the PCI DSS Cybersecurity Policy, managers and supervisors are
required to provide their staff with: 33

(a) Guidance on selecting strong authentication credentials;

(b) Guidance for how users should protect their authentication credentials;

(c) Instructions not to reuse previously used passwords;

(d) Instructions to change passwords if there is any suspicion the password could be compromised.

Supplemental Guidance: Personnel need to be aware of and following security policies, standards, and operational procedures to
ensure account credentials are properly protected to prevent unauthorized access to the network.

Procedures: This is done during the onboarding process. Additionally, IT does send out an occasional email with tips, and reinforces
this through the Security Awareness Training system.

PCI DSS ConTROL 8.5
Control Objective: The organization does not use group, shared, or generic IDs, passwords, or other generic authentication methods.

Standard: City of Waukesha’s asset custodians and data owners are prohibited from using group, shared, or generic IDs, passwords,
or other authentication methods as follows: 134

(a) Generic user IDs must be disabled or removed;

(b) Shared user IDs must not exist for system administration and other critical functions;

(c) Shared and generic user IDs must not be used to administer any system components; and

(d) Service providers with remote access to customer premises (e.g., for support of POS systems or servers) must use a unique

authentication credential (such as a password/phrase) for each customer. 13°

Supplemental Guidance: If multiple users share the same authentication credentials (e.g., user account and password), it becomes
impossible to trace system access and activities to an individual. This, in turn, prevents an entity from assigning accountability for,
or having effective logging off, an individual’s actions, since a given action could have been performed by anyone in the group that
has knowledge of the authentication credentials.
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Procedures: This is standard practice, and the IT department has been working to eliminate any shared/generic user accounts. Any
shared/generic user account that is locked down so that it can only perform the single function it is intended to.

PCI DSS CoNTROL 8.6
Control Objective: The organization ensures authentication mechanisms are used (e.g., passwords, passphrases, physical or logical
security tokens, smart cards, certificates, etc.) are assigned. 13

Standard: Asset custodians must have mechanisms in place to attribute access to an individual and when non-traditional user
authentication mechanisms are used (e.g., physical or logical security tokens, smart cards, certificates, etc.), the use of these
mechanisms must be controlled, as follows:
(a) Authentication mechanisms must be assigned to an individual account and not shared among multiple accounts.
(b) Physical and/or logical controls must be in place to ensure only the intended account can use that mechanism to gain
access.

Supplemental Guidance: If user authentication mechanisms such as tokens, smart cards, and certificates can be used by multiple
accounts, it may be impossible to identify the individual using the authentication mechanism. Having physical and/or logical controls
(e.g., a PIN, biometric data, or a password) to uniquely identify the user of the account will prevent unauthorized users from gaining
access through the use of a shared authentication mechanism.

Procedures: This is standard practice and is defined in the Default Domain Policy group policy object.

PCI DSS ConTROL 8.7
Control Objective: The organization ensures that access to any database containing cardholder data (including access by
applications, administrators, and all other users) is restricted.

Standard: Data owners, in conjunction with asset custodians, are required to restrict all access to any database containing cardholder
data (including access by applications, administrators, and all other users), as follows: 137
(a) All user access to, user queries of, and user actions on databases must be through programmatic methods;
(b) Only database administrators may have the ability to directly access or query databases; and
(c) Application IDs for database applications may only be used by the applications (not by individual users or other non-
application processes).

Supplemental Guidance: Without user authentication for access to databases and applications, the potential for unauthorized or
malicious access increases, and such access cannot be logged since the user has not been authenticated and is therefore not known
to the system. Also, database access should be granted through programmatic methods only (for example, through stored
procedures), rather than via direct access to the database by end users (except for DBAs, who may need direct access to the database
for their administrative duties).

Procedures: The City does not store cardholder data. However, the rule of least privilege is used when assigning permissions and
allowing access to any system.

PCI DSS CoNTROL 8.8
Control Objective: The organization ensures that security policies and operational procedures for identification and authentication
are documented, in use, and known to all affected parties.

Standard: Asset custodians and data owners are required to ensure that the PCI DSS Cybersecurity Policy and appropriate standards
and procedures for identification and authentication are kept current and disseminated to all pertinent parties. 138

Supplemental Guidance: Personnel need to be aware of and following security policies and operational procedures for managing
identification and authorization on a continuous basis.

Procedures: Policies are emailed and posted to the City’s Intranet site. Policies are also distributed through the City’s security
awareness training system.
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